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September 30, 2007
FLETC- | We noted that twelve (12) out of a sample of (15) FLETC contractots did not have FLETC-
IT-06-19 | evidence that a background investigation was initiated or completed. IT-07-
17
FLETC- | We noted that a user of the— has the ability to change Issued
IT-06-20 | the useful life field during the asset entering process. by the
Audit
Team
FLETC- | The following_ access control weaknesses were identified: FLETC-
IT-06-21 | o No policies and procedures are in place to review* IT-07-
level system software audit logs for successful or unsuccesstul access attempts. 18
e No audit logs are maintained to capture actual or attempted unauthorized, unusual
or sensitive access within the_ application level.
FLETC- | During technical testing, configuration management weaknesses were identified on FLETC-
IT-06-22 | the databases supporting them, as IT-07-
well as supporting servers, Speeitically, databases and-servers were 1dentified with 26
account management, auditing, database configuration and password management
weaknesses.
FLETC- | During technical testing, patch management weaknesses were identified on hosts and FLETC-
IT-06-23 | databases supporting them The fact IT.07-
that these vendor supplied patches have not been apphied in a timely manner could 27
allow a remote attacker to gain unauthorized access on the host or database.
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{AXg o
May 8, 2008

MEMORANDUM FOR: Frank Deffer
Assistant Inspector General
InformatiomLechnolpgy Audits

FROM Connie L. \Patric M
Director f\/

SUBJECT:

Federal Law Enforcement Training Center
1.8 Departrment of Homeland Seenrity
1131 Chapel Crossing Road

Glynco, Georgia 31§,

. Homeland
Security

6y -

Response to-raft Audjt Report — Information Technology Management

Letter for the FY200 AFLETC Financial Statemem Auddit

The Federal Law Enforcement Training Center (FLETC) appreciates your

efforis, and those of your staff

and contracted services, in assessing the effectiveness of information technology (IT) general controls for
FLETC’s tinancial processing environment and supporting [T infrastructure. As always, the FLETC
welcomes your observations and recommendations for ensuring a secure and compliant operational

environment,

We have comipleted our review of your draft report entitled - information Technology Mancagement Letter
Jor the FY2007 FLETC Financial Statement Audit. Enclosed is the FLETC’s responise and comments to

your findings and recommendations.

Point of contact for additional infermation or questions is the FLETC Chief Information Officer, Sandy

Peavy, (912) 2672014,

Richard Mangogna, DHS Chicf Information Officer
Alan Titus, FLETC Chief Financial Officer

Ccel

Attachment
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The Federal Law Enforcement Training Center Response to the Department of Homeland Security,
Office of the Inspector General, Draft Audit Report — Iuformation Technology Management Letter
Sfor the FY2007 FLETC Financial Statement Audit

Responses to Recomniendations:

The FLETC concurs with the recommendations of the DHS OIG s audit report and has already taken
positive measures to implement or ¢ontinue implementation of the recommendations. The following
comments are provided by finding and recommendation:

Firiding 1: Entity-Wide Securlty Program Planning and Management

Recommendation 1: Finalize and implement the FLETC Computer Security Operations Center
and Computer Security Incident Response Capability Standard Operating Procedures (SOP) to
establish procedures in incident response management,

FLETC Response: Completed. The FLETC Computer Secutity Operations Center and Computer
Security Incident Response Capability Standard Operating Procedure, CIO-4401, was finalized and
implemented on November 30, 2007.

Recommendation 2: Establish and implement an incideat response tracking mechanism to be in
compliance with Department of Homeland (DHS) 4300A Sensitive Systems Handbook.

FLETC Response: Concur. FLETC has established a basic tracking capability and is now using the
DHS established Incident Response Portal. Additionally, FLETC is implementing a more robust Incident
tracking capability as part of an integrated IT Operations managing and tracking application.

Recommendation 3: Perform background checks on all new and existing contractors ensuring that
background checks and periodic re-investigation are performed in a timely manner and that
supporting documentation be maintained.

FLETC Response: Concur. FLETC has identified all contractors with IT dccess and has conducted
and/or requested the appropriate background investigation for all existing contractors with IT access.
Additionally; FLETC has enhanced their personnel and IT security processes to ensure all new
contractors with IT access undergo and/or submit evidence of having previously undergone an
appropriate suitability background investigation.

Recommendation 4; Document the status of ongoing and completed background checks in a central
repository with critical details about the investigation documented such as: date investigation was
initiated or adjudicated, the type of investigation initiated or adjudicated, risk level of contractor’s
role, and current status of investigation.

FLETC Response: Completed. FLETC has enhanced their background investigation system to
adequately and clearly capture the recommeénded information,
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Finding 2: Access Control

Recommendation 1: Continue with the imicctcd plan for decommissioning lhel_

and implementin Additionally, develop and implement procedures
over access authorizations furi to include password requirements of 2 minimum of eight
characters in length and contain a combination of alphabetic, numeric, and special characters to be
in compliance with DHS 4300A Sensitive Systems Handbook password policy.

FLETC Response: Concur. FLETC plans to migrate from :hc\_pplicatir.m to the
DHS Enterprise-wide procurement system| in August 2008, I-echnical architecture and
operations is beyond FLETC’s direct operational control; however, FLETC will address IT security
compliance within the Memorandum of Understanding for FLETC s use n]]- FLETC has
developed the Procurement Standard Operating Procedure Uﬂ-ﬂ{}fi_.-‘\cuc:-;s, which
addresses access control requirements :'nr_md will be modified to later address
access control L

Recommendation 2: Finalized and implement FM 4300: Information Technology System Security
Program and Policy, requiring the immediate notification of terminated or transferred users with
FLETC IT accounts.

FLETC Response: Concur. FLETC has established and implemented an email distribution list for
notifving stakeholders when persons terminate or permanently leave the FLETC. Additionally, the
requirement for immediate notification and use of the email distribution list process has been updated in
the FLETC Manual 4330, User Identification and Authentication Management. The overarching FLETC
Directive 4300 and associated manual establishing the baseline FLETC IT Securnity Program and policies
is planned for final publication in FYO0R.

Recommendation 3: Finalize and implement SOPs over the removal of terminated and transferred
nd SeTs.

FLETC Response: Concur. FLETC has established and implemented an email distribution list for
notifying stakeholders when persons terminate or permanently leave the FLETCY urrent
and futurel application administrators are recipienis of the notification
emails. Additionally, the requirement for immediate notification and use of the email distribution list
process has been updated in the FLETC Manual 4330, User Identification and Authentication
Management. FLETC has developed a access standard operating procedure, which
addresses access control n:iu[rcmums forl nd will be modified to later address

access control to thel application and has dwc%upcd|-'lundard operating procedures,

which address application access control and annual recertification of users.

Recommendation 4: Finalize and implement the *FM 4300: Information Technology System
Security Program and Policy,” which provides policies for the use off

FLETC Response: Concur. The overarching FLETC Directive 4300 and associated manual establishing
the baseline FLETC IT Securitv Program and policies is planned for final publication in FY0B. Specific

policy on the use :)H_is addressed in this publication.
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Recommendation 5: Finalize and implement the fjhardening guide and hardening SOP.

FLETC Response: Concur. FLETC is developing an IT System hardening standard operating procedure,
which contains procedures for ensuing hardening of IT System components and the associated hardening
guideline, to include 1hc-hardcning guide.

Recommendation 6: Conduct a security inspection of thcl_nﬁtallatinns by
completing the FLETC [JJSecurity Checklist.

FLETC Response: Concur. The FLETC | : currently undergoing a new system
certification and accreditation effort and certification testing is scheduled for late FY08. Completion of
the [iSccurity Checklist will be included in the certification testing.

Recommendation 7; Implement the corrective actions identified during the audit vulnerability
assessment as identified in the issued NFR.

FLETC Response: Concur, FLETC has reviewed each detailed vulnerability to determine appropriate
operational actions, Vulnerabilities have been either corrected or a plan identified for correction based on
operational functions and acceptable risks.

Recommendation 8: Perform periodic scans of the FLETC network environment, including the
financial processing environment, for the identification of vulnerabilities, in accordance with
National Institute of Standards and Technology (NIST) SP 800-42, and implement corrective
actions to mitigate the risks associated with any vulnerabilities identified during periodic scans.

FLETC Response: Completed. FLETC developed and has implemented a vulnerability scanning and
management standard operating procedure, which addresses periodic vulnerability scanning of systems
and management and mitigation of the identified technical vulnerabilities.

Finding 3: Application Seftware Development and Change Control

Recommendation 1: Develop and implement test plan standards and procedures into the Change
Control and Configuration Management - SOP. In addition, FLETC should finalize, approve and
implement the Change Control and Configuration Management — SOP.

FLETC Response: Concur. FLETC has developed -pcm'ﬁc standard operating procedures,
which addres - » ication configuration management and testing. Additionally, FLETC has
finalized the overarching FLETC Directive, associated manual, and standard operating procedures for IT
Change Control and Configuration Management.

Recommendation 2; Develop and implement policies and procedures over the configuration
management process fn‘“applicalinn level changes.

FLETC Response: Concur. FLETC has det—‘elopedl_:pcc:’ﬁc standard operating procedures,
which addrtss_app]icminn configuration management and application level changes, testing,
and integration to production,
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T L ——

libraries are limited to only the Administrators group.

FLETC Response: Concur. FLETC has successfully restricted access to the majority of | I NGEGEGEGN
execcutable and support files to system and application administrators
only; however, the current application versions do require access to select files by standard end users,
These files have been identified.

Recommendation 4: Continue with the projected plan for decommissioning the | NEGNGzN
Develop and implement policies and procedures over the configuration
management process furiapplinatiun level changes.

FLETC Response: Concur. FLETC plans to migrate from Ehd_[hc
DHS Enterprise-wide procurement systeml in August 2008, D :hnical architecture and
operations is beyond FLETC"s direct operational control; however, FLETC will address IT security

compliance within the Memorandum of Understanding for FLETC's use of

Recommendation 5: Finalize and implement a SDLC methodology guide fu_ FLETC
Directive and FLETC Manual as well as incorporating security planning throughout the life cycle.

FLETC Response: Concur. FLETC is developing a draft FLETC Directive that implements the newly
published DHS System Life Cyele Guideline.

Recommendation 6: Ensure that the SDLC methodology is promulgated to all personnel involved in
the design, development, and implementation process of the SDLC methodology.

FLETC Response: Concur. FLETC is developing a draft FLETC Directive that implements the newly
published DHS System Life Cycle Guideline, Once approved, the Directive and guideline shall be
promulgated. FLETC has begun implementing the Guideline for new systems while the Directive is
undergoing review and approval.

Finding 4: Svstem Software

Recommendation 1: l'iun implementation of 1he-_enahle audit logging over the

installation of system software and ensure that logs are maintained and proactively
reviewed by management.

FLETC Response: Concur. FLETC began implementation of ;,_
iin the first quarter FY08. The full system implementation and operation is scheduled for
completion in June 2008. Once fully implemented, security audit logs from :hu_unmpmmus
will be c:]imn:d within thd-u include administrator actions such as modifications/updates to

application files.
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Finding 5: Service Continuity

Recommendation 1: Develop and implement procedures to periodically test the_
—n compliance with DHS Information Technology Security
Program Publication 4300A.

FLETC Response: Concur. FLETC has developed and approved a standard operating procedure for
system backups that include periodic testing of system backup files.

Recommendation 2: Perform corrective action over th{:_'ﬂllliil,‘_{em})' Plan test results
and update the plan accordingly.

FLETC Response: Concur. FLETC is currently enhancing 1h=_}'5:c111 and updating a
contingency plan.

Recommendation 3: Perform a test over the|__'nntingunc3.' Plan, covering all critical
phases of the plan, on an annual basis.

FLETC Response: Concur. Specific aspects of the applicable contingency plan have been tested

annually. FLETC has scheduled a contingency plan test for FY0R that will test all phases of the plan in
accordance with DHS guidelines.

Recommendation 4: Continue with the projected plan for decommissioning thcl=
Develop and implement procedures to periodically test the
‘ in compliance with DHS 4300A Sensitive Systems Handbook.

FLETC Response: Concur. FLETC plans to migrate from 1h~‘¥]pphcatiun to the
DHS Enterprise-wide procurement sy'slum-m August 2008. | echnical architecture and

operations is beyond FLETC s direct operational control; however, FLETC will address IT security
compliance within the Memorandum of Understanding for FLETC’s use of

Recommendation 5: Periodically test thcl_t least annually

in compliance with DHS Information Technology Security Program Publication 43004,

FLETC Response: Concur. FLETC plans to migrate from 1hc¥app]:cati{m to the
DHS Enterprise-wide procurement :;ysll.:min August 2008, | echnical architecture and
operations is beyond FLETC’s direct operational control; however, FLETC will address I'T security

compliance within the Memorandum of Understanding for FLETCs use of
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Department of Homeland Security

Secretary

Deputy Secretary

General Counsel

Chief of Staff

Deputy Chief of Staff

Executive Secretariat

Under Secretary, Management

Director, FLETC

DHS Chief Information Officer

DHS Chief Financial Officer

Chief Financial Officer, FLETC

Chief Information Officer, FLETC
Chief Information Security Officer
Assistant Secretary for Policy

Assistant Secretary for Public Affairs
Assistant Secretary for Office of Legislative Affairs
DHS GAO OIG Audit Liaison

Chief Information Officer, Audit Liaison
FLETC Audit Liaison

Office of Management and Budget

Chief, Homeland Security Branch
DHS OIG Budget Examiner

Congress

Congressional Oversight and Appropriations Committees, as
appropriate
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Additional Information and Copies

To obtain additional copies of this report, call the Office of Inspector General
(OIG) at (202) 254-4199, fax your request to (202) 254-4305, or visit the OIG web
site at www.dhs.gov/oig.

OIG Hotline

To report alleged fraud, waste, abuse or mismanagement, or any other kind of
criminal or noncriminal misconduct relative to department programs or
operations:

Call our Hotline at 1-800-323-8603;

Fax the complaint directly to us at (202) 254-4292;

Email us at DHSOIGHOTLINE@dhs.gov; or

Write to us at:
DHS Office of Inspector General/MAIL STOP 2600, Attention:
Office of Investigations - Hotline, 245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






